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ABSTRACT

Regardless of the domestic and foreign governments/companies, SOC (Security Operation Center) has operated 24 hours a
day for the entire year to ensure the security for their IT infrastructures. However, almost all SOCs have a critical limitation
by nature, caused from heavily depending on the manual analysis of human agents with the text-based monitoring
architecture. Even though, in order to overcome the drawback, technologies for a comprehensive visualization against
complex cyber threats have been studying, most of them are inappropriate for the security monitoring in large-scale

networks. In this paper, to solve the problem, we propose a novel visual approach for intuitive threats monitoring by
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detecting suspicious IP address, which is an ultimate challenge in cyber security monitoring. The approach particularly makes
it possible to detect, trace and analysis of suspicious IPs statistically in real-time manner. As a result, the system
implemented by the proposed method is suitably applied and utilized to the real-would environment. Moreover, the usability
of the approach is verified by successful detecting and analyzing various attack IPs.

Keywords: Cybersecurity, Visualization, Real-time Monitoring, Statistical Analysis, SOC
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C # of unique destination
Port numbers
D Average of time interval Statistics
(during
E Appearance count 24hour)
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Table 3. Main Software and Hardware
specifications for Development and Execution of
the proposed Visualization System

Type Specification
Visualization Unity 3D
Data
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Engine Statistical Python
Processing
Web
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Memory 32GB
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Fig. 7. Overall screen of visualization system
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